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Overview

• Identify the stages of the router boot sequence
• Determine how a Cisco device locates and loads the Cisco IOS
• Use the boot system command
• Identify the configuration register values
• Briefly describe the files used by the Cisco IOS and their functions
• List the locations on the router of the different file types
• Briefly describe the parts of the IOS name
• Save and restore configuration files using TFTP and copy-and-paste
• Load an IOS image using TFTP
• Load an IOS image using XModem
• Verify the file system using show commands
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5.1.1 Stages of the router power-on boot sequence

• The purpose of the router power-on/bootup sequence is to not only verify the 
operation of hardware but also load the correct IOS and configuration file.The router 
follow a predefined set of steps when booting, listed below:
� When the router is first powered-on, it executes the Power-on self test or POST

� These diagnostics are located in ROM and ver ify the proper  operation of the 
router ’s hardware

� If the router passes the POST, the bootstrap loader in ROM executes
� The bootstrap basically points to a star ting point in memory that will lead to 

loading the Cisco IOS
� Now the router is ready to load the operating system, Cisco’s IOS

� The IOS can be found in several different places, flash, TFTP, or  ROM. The 
boot field of the configuration register  will indicate the location of the IOS 
image

� After the operating system is loaded and operational, the configuration file from 
NVRAM is then loaded and executed
� Remove the configuration from NVRAM to demonstrate the process of then 

checking for  a TFTP server  and then enter ing a question dr iven setup menu
� Use Control <C> to exit the setup menu

• Media: 5.1.1 Drag and Drop: Router  Boot Sequence
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5.1.1 Stages of the router power-on boot sequence



Galo Valencia P. U.S.F.Q.

5.1.2 How a Cisco device locates and loads the Cisco IOS

• The router can load the Cisco IOS from several different 
locations that can be specified by the operator
� Through the use of the boot system commands, a fallback 

sequenceof locations to look for the IOS is identified
� These boot system commands will be executed in order  at the 

next star t-up only if they are saved in NVRAM
� If no boot system commands are saved in NVRAM, the router will 

use the default fallback process: flash, TFTP, and finally ROM
� The IOS loaded from ROM is only a subset of the IOS loaded from 

flash

• Media:
� 5.1.2 Drag and Drop: How A Cisco Device Locates And Loads IOS
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5.1.2 How a Cisco device locates and loads the Cisco IOS
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5.1.3 Using the boot system command

• The boot system command can be used to specify where and the 
sequence in which the router will look for the IOS

• Once the boot system command has been saved to the star t-up 
configuration in NVRAM, it will be used in the next star t to locate 
the IOS
� Loading the IOS from flash memory has the advantage of being located 

locally; isolating the process of loading the IOS from any network problems that 
might be associated when loading via TFTP

� Loading the IOS from a TFTP server might be an option if flash memory has 
been corrupted

� Finally, if the IOS is not loaded from flash or  the TFTP server , a subset of 
the IOS can be loaded from ROM

• The IOS loaded from ROM is only older version of subset of the full 
Cisco IOS
� Using the boot system command specify a fall back sequenceand save it to 

NVRAM
� Verify these boot system locations during the next star t-up
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5.1.3 Using the boot system command

Boot IOS from TFTP ServerBoot IOS from Flash Memory

Boot IOS from Rom

• e-Lab:

5.1.3 Prepar ing for  Boot System Commands

• Lab:

5.1.3 Using the Boot System Command
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5.1.4 Configuration register

• The configuration register  is a 16-bit register that contains the boot 
field setting, the lowest 4 bits
� The lowest 4 bits indicate the location from which the router will be booted

• This boot field can be changed using the config-register command
� It is ver ified with the show version command

• eLabs:
� 5.1.4 Configuration Register
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Retrieving the Value of the Configuration Register
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5.1.5 Troubleshooting IOS boot failure

• If the router is not booting properly, use the show version command 
and identify the configuration register setting
� Based on the boot field, determine where the router is configured to boot from 

and make any necessary changes using the config-register command
� Most times when a router does not boot properly it is because this configuration 

register is set to another setting
� Verifying the configuration register setting on a regular basis

• In the event that the router IOS does not boot properly, there are 
several things that could be wrong:
� Boot system statement in configuration file
� Incorrect configuration register value
� Corrupted flash image
� Hardware failure

• To understand the impact that the boot sequence and the configuration 
register has on routing, perform the hands-on labs

• Lab &  eLab:
� 5.1.5 Troubleshooting Config Register  Boot Problems
� 5.1.5 Troubleshooting IOS Boot Failure
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5.2.1 IOS file system overview

• A router or switch requires software to operate. There are two basic types of 
software
� The operating system
� A program

• The operating system used in almost all Cisco devices is the Cisco Internetwork
Operating System (IOS)
� The IOS is the software that allows the hardware function as a router or a switch
� The IOS is stored in Flash

� The software a router  or  switch uses is refer red to as the configuration file
� The config file contains the instructions that define how the device is to route or  switch
� The configuration file is stored in NVRAM

� One of the differences is that the IOS (in Flash or  RAM) is several MegaBytesand the 
configuration file (NVRAM) is up to a few kiloBytes

• Beginning with version 12 of the IOS, a single inter face to all file systems is 
provided
� This is referred to as the Cisco IOS File System (IFS)
� The IFS provides a single method to perform all the file system management that a router 

uses. The IFS is that it is based on UNIX style file systems.
• Lecture: 5.2.1
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5.2.1 IOS file system overview

5.2.1 Drag and Drop: IOS File 
System Overview
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5.2.2 IOS naming conventions

• Cisco develops many different versions of the IOS
• The IOS supports many different hardware platforms and features
• This is a continuous development process. To identify the different 

versions, Cisco has a naming convention for the IOS files
• The IOS naming convention uses different fields in the name 

including hardware platform identification, feature set
identification and the numerical release.
� The first par t of the IOS filename identifies the hardware platform
� The second par t of the IOS filename identifies the various features that the file 

contains
� The third part of the filename indicates the file format

� I t specifies if the IOS is stored in flash, whether  it is in compressed format and 
whether  the IOS is relocatable

• A relocatable image is copied from flash into RAM to run
• A non-relocatable image is run directly from flash 

� The fourth par t of the filename identifies the releaseof the IOS
• 5.2.2 Drag and Drop: IOS Naming Conventions



Galo Valencia P. U.S.F.Q.

5.2.2 IOS naming conventions

• Examples of feature-set categories are:
� Basic – A basic feature set for the hardware platform, for example IP and IP/FW 
� Plus– A basic feature set plus additional features such as IP Plus, IP/FW Plus, and 

Enterprise Plus 
� Encryption – The addition of the 56-bit data encryption feature sets, such as Plus 56, to 

either a basic or plus feature set. Examples include IP/ATM PLUSIPSEC 56 or 
Enterprise Plus 56. From Cisco IOS Release 12.2 onwards, the encryption designators are 
k8/k9: 

� k8 – Less than or  equal to 64-bit encryption in IOS version 12.2 and up 
� k9 – Greater  than 64-bit encryption (on 12.2 and up) 
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5.2.3 Managing configuration files using TFTP

• The active configuration is using RAM and the default location for the startup 
configuration is NVRAM

• In the event the configuration is lost, there should be backup copies of the 
configuration
� One place that this configuration can be stored is on a TFTP server
� The copy running-config tftp command can be used to do this

• The steps to copy to a TFTP server are:
� Enter copy running-config tftp
� At the prompt, enter the IP address of the TFTP server
� Enter the name to assign to the configuration file
� Confirm the choices by answering yes each time

• The steps to copy from a TFTP server to restore the configuration file are:
� Enter copy tftp running-config
� At the prompt, select a host or network configuration file
� Enter the IP address of the TFTP server where the config file is located
� Enter the name of the config file or accept the default name
� Confirm the configuration filename and the server address
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5.2.3 Managing configuration files using TFTP
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5.2.4 Managing configuration files using copy-and-paste

• Another way to create a backup copy of the configuration is 
to capture the output of the show running-config command
� By copying the output, pasting it to a text file and saving the text 

file, the configuration has another alternative to a backup copy
� However, the file needs some editing before it can be used to 

restore configuration to a router
• To capture the configuration in HyperTerminal, do the 

following:
� Select Transfer
� Select Capture Text
� Specify the name for the text file
� Select Start to start capturing text
� Display the configuration by entering show running-config
� Press the space bar when each “ -More-“  prompt appears
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5.2.4 Managing configuration files using copy-and-paste

• Once the configuration has been displayed, stop the capture by:
� Select Transfer
� Select Capture Text
� Select Stop

• After the capture is completed, the configuration file needs to be edited to remove 
text not required for configuring a router. Now it is ready to paste back into the 
router if needed

• The configuration file can be edited from a text editor such as Notepad. To edit the 
file:
� File/Open
� Find the captured file and select it
� Click Open
� The lines that need deleting contain:

� Show running-config
� Building Configuration…
� Current Configuration
� -More_
� any lines that appear  after  the word “ End”
� At the end of each of the inter face sections add: No shutdown
� Save the clean version by clicking File/Save
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5.2.4 Managing configuration files using copy-and-paste
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5.2.4 Managing configuration files using copy-and-paste

• Before the configuration is restored, any remaining configuration 
should be removed from the router by issuing the command erase 
star tup-configuration

• To restart a router, enter the command reload
• HyperTerminal can be used to restore the configuration. Use the 

following steps:
� Enter router global configuration mode
� From HyperTerminal, click Transfer/Send/Text File
� Select the name of the file
� The lines of the file will be entered into the router as if they were being typed
� Observe for any errors
� Once the config file is entered, press Ctr l–Z key to exit global config mode

� Restore the startup config file with copy running-config star tup-config
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5.2.4 Managing configuration files using copy-and-paste
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5.2.4 Managing configuration files using copy-and-paste

• It is important understand each of these procedures
� A backup configuration file is a must to any network 

administrator
� A minimal down time is required in any network

� Understand the difference between running configuration 
and startup-configuration. 

� Putting comments in the configuration
� These comments can explain the function of the var ious 

commands. 
� These comment lines begin with “ !”  and that these lines are 

not stored in the router
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5.2.5 Managing IOS images with TFTP

• Periodically a router may need to have an IOS upgrade or restored
� Upon first arrival, a router should be backed up
� The IOS image can be stored in a central server with other IOS images to restore or upgrade the IOS 

into the router and switch
� The server should have a TFTP service running

• The IOS upgrade can be initiated from the privilege exec mode with copy tftp flash
� The router will prompt to enter the IP address of the TFTP server and then for the filename of the 

IOS image
� If there is not sufficient flash available, the router may prompt to erase flash
� Then flash will be erased before downloading the new image

• Maintaining current versions of the IOS is an important part of eliminating security problems 
and performance bugs

• Newer releases get larger and may require Flash and/or RAM upgrades
� To help ensure a successful transfer, test reachability by pinging the TFTP server from the route
� A path name or the name of the IOS, the entry must be exact. If not, the procedure will not work

� One technique is to cut and paste the name of the file
� The IOS is several megabytes so it does take some time and patience is required

• The “ e” appears when flash is being erased
• A “ !” indicates that a datagram has been successfully downloaded
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5.2.5 Managing IOS images with TFTP
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5.2.6 Managing IOS images with XModem

• If the IOS image in flash has been erased or corrupted, the 
IOS may need to be restored from ROM monitor mode 
(ROMmon)

• First, the flash should be examined with dir  flash:
� If an image appears to be valid, an attempt should be made to boot 

from that image. This is done using the boot flash: command

• If the router properly boots, then it should be determined as 
to why the router booted from the ROMmon prompt instead 
of flash
� Use the show version command to check the configuration register
� Also use the star tup-config command to see if there is a boot 

system command instructing the router to use the IOS for monitor 
ROM
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5.2.6 Managing IOS images with XModem

• If the router will not properly boot, a new IOS image needs to be downloaded
• The IOS file may be recovered using one of two methods:

� Xmodem to restore the image through the console
� Download the image using TFTP from the ROMmon mode

• To restore the image through the console, the local PC needs to have a copy of the 
IOS file to restore and a terminal emulation program
� The default console speed of 9600 bpscan be used or it can be changed to 115200 bps
� This will speed up the download. The console speed can be changed using confreg
� To restore the IOS image from the PC, use the xmodem command
� The format of the command is xmodem –c image_file_name

� The “ -c”  instructs the xmodem use CRC for  error  checking dur ing the 
download

� The router  then sends a warning message that the bootflash will be erased
� Now the xmodem transfer needs to be started from the terminal emulator
� Select Transfer /Send. Then in the Send File popup specify the image name/location, 

and select as xmodem protocol and star t the transfer
• Once the download is complete, the console speed must be changed back to 9600 

bps and the config register should be changed back to 0x2102
� This is done with the confreg 0x2102
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The confreg command
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The xmodem Command
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Send File Popup Window
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5.2.7 Environment variables

• The IOS can also be restored from a TFTP session
• Downloading the image using TFTP from ROMmon is the fastest way to restore an 

IOS image from the router
• This is done by using the tftpdnld command
• The environmental variables provide a minimal configuration

� To set a ROMmon environment variable, the name is typed, then the equal sign and the 
value for the variable

• All var iable names are case sensitive
• The minimum var iables required to use tftpdnld are:

� IP_ADDRESS– The IP address on the LAN interface 
� IP_SUBNET_MASK – The subnet mask for the LAN interface 
� DEFAULT_GATEWAY – The default gateway for the LAN interface 
� TFTP_SERVER – The IP address of the TFTP server 
� TFTP_FILE – The IOS filename on the server 

• When the new image is written into flash and the ROMmon prompt is displayed, the 
router can be restarted by typing i
� The router should now boot from the new IOS image in flash 
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The set Command
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The tftpdnld Command
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5.2.8 File system verification

• There are several commands used to verify the router file 
system
� One is the show version command. This command is used to 

check the current imageand available flash. It also verifies the 
source of the IOS image and the config register boot field setting

� The show flash command is also used to verify the flash system. 
This command identifies the amount of flash that is available. It 
also confirms that there is ample space to store a new IOS image

� Configuration files may contain boot system commands. These 
identify the source of the desired boot IOS image. Multiple boot
system commands are used to create a fallback sequence to 
discover and load an IOS
� Boot system commands are processed in the order  of their  appearance 

in the configuration file. Discuss with the students these alternatives:
• NVRAM, TFTP server , or  ROM

� Make sure the boot commands are reviewed using show star tup-config
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The show version Command
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The show flash Command
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Labs

• 5.2.3 Managing Configuration Files with TFTP
• 5.2.5 Managing IOS Images with TFTP
• 5.2.6a Password Recovery Procedures
• 5.2.6b Managing IOS Images with ROMmon and 

Xmodem
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Module 5 Summary

• Identifying stages of the router boot sequence
• Identifying how the Cisco device locates and loads the Cisco IOS
• Using the boot system command
• Identifying the configuration register settings
• Troubleshooting problems
• Identifying the files used by the Cisco IOS and their functions
• Identifying the locations on the router of the different file types
• Identifying the parts of the IOS name
• Managing configuration files using TFTP
• Managing configuration files using copy-and-paste
• Managing IOS images with TFTP
• Managing IOS images with XModem
• Verifying the file system using show commands
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