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Overview

• Enable and disable CDP
• Use the show cdp neighborscommand
• Determine which neighboring devices are connected to 

which local interfaces
• Gather network address information about neighboring 

devices using CDP
• Establish a Telnet connection
• Verify a Telnet connection
• Disconnect from a Telnet session
• Suspend a Telnet session
• Perform alternative connectivity tests
• Troubleshoot remote terminal connections



Galo Valencia P. U.S.F.Q.

Introduction to CDP

• CDP is a Cisco proprietary protocol that is used to assist 
administrators in network layer 2 troubleshooting and network 
documentation

• CDP acquires protocol and platform information from neighboring 
devices

• It is enabled by default on Cisco devices and requires that the media in 
use be SNAP (Subnetwork Address Protocol enabled)
� Most media is SNAP enable

• During the boot up process Cisco devices send out CDP 
advertisements to a multicast address to collect information from its 
neighbors
� Periodically these advertisements are repeated so that updated information can 

be gathered
� CDP advertisements are also used by the receiving devices to learn about the 

sender as well
� CDP information is dynamic. It is constantly updated via the periodic 

advertisements. Reporting devices provide a TTL value for the data.
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Introduction to CDP

• CDP Version 2 (CDPv2) is the 
most recent release of the 
protocol. Cisco IOS (Release 
12.0(3)T or later) supports 
CDPv2

• CDP Version 1 (CDPv1) is 
enabled by default with Cisco 
IOS (Release 10.3 to 12.0(3)T)

• Each device configured for 
CDP sends periodic messages, 
known as advertisements, to 
multiple routers. Each device 
advertises at least one address at 
which it can receive Simple 
Network Management Protocol 
(SNMP) messages
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Introduction to CDP

• CDP is upper layer independent (recall CDP is operates at layer 2). It 
allows Cisco devices to collect information from its neighbors 
regardless of the layer 3 protocol(s) devices are configured to use
� CDP runs on all Cisco devices, routers, switches, bridges, etc.
� CDP is Cisco Proprietary
� CDP is upper layer independent
� CDP information is exchanged ONLY by directly connected neighbors

• The following link provides information on Cisco’s IP multicast 
implementation
� http://www.cisco.com/warp/public/732/Tech/multicast

• This link provides a brief description of SNAP from CISCO
� http://www.cisco.com/en/US/tech/tk389/tk214/tk604/tech_protocol_home.html
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Information obtained with CDP

• CDP is used to collect information about directly connected 
devices.

• The types of information being collected are referred to as 
TLVs, Type Length Values
� Certain pieces of information are only included as a part of CDPv2

• The show cdp neighbors command displays CDP 
information collected by a device about its neighbors
� It can be issued at a console connected to a Cisco network device

• In addition the show cdp neighbors detail command show 
detailed information about cdp neighbors
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Information obtained with CDP

• Device TLVs displayed by the show cdp neighbors
command include the following: 
� Device ID 
� Local Interface 
� Holdtime 
� Capability 
� Platform 
� Port ID 
� VTP Management Domain Name (CDPv2 only) 
� Native VLAN (CDPv2 only) 
� Full/Half-Duplex (CDPv2 only)
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Implementation, monitoring, and maintenance of CDP

• CDP implemented by default on all interfaces that support 
it.
� A table is provided with variations of the CDP command

� Lecture: 4.1.3

� It explains various CDP command syntax and function
� These commands should be used in Privileged EXEC mode

• Of special interest is cdp enable and cdp run
� The cdp enable command is an interface config command that 

enables CDP on a particular interface
� The cdp run command is a global config command that enables 

CDP on the Cisco device
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Implementation, monitoring, and maintenance of CDP

• The following commands are used to implement, monitor, 
and maintain CDP information:   
� cdp run 
� cdp enable 
� clear  cdp counters   
� show cdp
� show cdp entry {* |device-name[* ][protocol | version]}   
� show cdp inter face [type number ]  
� show cdp neighbors [type number ] [detail]

• eLab:
� 4.1.3 Implementation, Monitor ing and Maintenance of CDP 
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Creating a network map of the environment

• Cisco Discovery Protocol uses advertisements to collect 
information about its neighbors
� CDP only collects information from directly connected devices

• However, by using the telnet command in conjunction with 
CDP commands a network administrator can create a 
network map
� Consoling into one router and moving from router to router using

the telnet command will allow the network administrator to 
overcome this limitation

• Lab:
� 4.1.4 Creating a Network Map using CDP
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Disabling CDP

• Although CDP is enabled by default on all Cisco devices,
there may be situations in which disabling CDP are 
appropriate
� 1. Bandwidth-should the bandwidth of a particular connection be 

inadequate, disabling CDP will aid some in bandwidth 
conservation

� 2. Since CDP is a Cisco proprietary device, if you only have one
Cisco device on particular network segment then there is no device 
with which to share information

� 3. If a particular device is connected to some other network, such 
as an ISP, CDP can be disabled for security reasons. This will 
prevent your device from advertising information about itself to
outside devices
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Disabling CDP

• CDP can be disabled at two levels
• 1. CDP can be disabled for the entire device using the       

no cdp run command in global configuration mode
� This would be used when only one Cisco device was present and 

CDP would serve no purpose on the network segment
• 2. CDP can be disabled for a specific interface

� Disabling CDP at the interface level requires the network 
administrator to be in interface mode

� The command is no cdp enableor no cdp adver tise-v2, 
depending on the version of CDP being used

• If you wan to know whether a particular interface has CDP 
enabled the command show cdp inter facecan be used in 
user or privileged mode to make the determination
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Disabling CDP
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Troubleshooting CDP
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Troubleshooting CDP

• A common problem may be differing version of CDP running on 
devices
� The show cdp neighbor command will show whether or not a device exists in 

its CDP neighbor cache and indicate if a device is utilizing version 2 of CDP

• Review the following key points:
� 1. CDP is Cisco proprietary
� 2. It runs on any SNAP enable media
� 3. It functions at layer 2 and functions independent of upper layers
� 4. CDP is used by all Cisco network devices (routers, switches, bridges, etc.)
� 5. CDP utilizes periodic advertisements to obtain or update existing information 

about directly connected devices

• Lab &  eLab:
� 4.1.6 Using CDP Commands
� 4.1.6a Address Resolution Protocol
� 4.1.6b CDP Neighbors
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Telnet

• Telnet provides network administrators with remote connection 
capability
� It is a part of the TCP/IP protocol suite that operates at the Application layer of 

the OSI model (as well as the Application layer of the TCP/IP model)
• The Telnet service in Cisco devices operates as a virtual terminal 

utility
� Administrators can issue IOS commands using Telnet without being directly 

connected to the device
• Telnet consumes a VTY session on the router when it is used. 

� When configuring a router VTY lines 0-4 can be configured. Telnet is a VTY 
connection

� A router will support simultaneous VTY, or telnet, connections
• Telnet also provides a tool for troubleshooting

� The Telnet protocol functions at the Application layer.
� If a Telnet connection can be established, then the Application layer 

connectivity and functionality is functioning
� As opposed to the PING command that only confirms Layer 3 connectivity
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Telnet
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Establishing and verifying a telnet connection

• From the router console, Telnet can be used to connect to 
remote device.

• Establishing a Telnet connection requires the administrator 
to type in the name of the router or the IP address of an 
interface.

• The following are all possible connection syntax:
� router > 131.108.100.152
� router > par is
� router > connect paris
� router > telnet paris

• Telnet may also be used to connect to the router, or other 
network device, via a network connection instead of a direct 
console cable
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Establishing and verifying a telnet connection



Galo Valencia P. U.S.F.Q.

Disconnecting and suspending telnet sessions

• Network administrators may need to establish multiple 
Telnet sessions

• The suspend feature allows administrators to put a current 
Telnet session on hold while an additional Telnet session is 
being established with another device

• The current Telnet session is suspended by using the 
keystrokes ctr l + shift + 6, followed by the letter x

• Once the current session is suspended an additional session 
can be established to another device

• The show sessionscommand displays a numbered list of 
current Telnet sessions A connection can be resumed by 
selecting the corresponding number
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Disconnecting and suspending telnet sessions

• The procedure for disconnecting a telnet session is as 
follows:
� Enter the command disconnect, follow the command with the 

name or IP address of the router.
� Example: Denver>disconnect paris
� The disconnect command will terminate a specific Telnet session

• The procedure for suspending a telnet session is as follows:
� Hold down the CTRL + Shift + 6 followed by hitting the letter x
� Enter the name of the router or IP address of the next connection

• Often get the impression that the CTRL+Shift+6-x 
sequence terminates the telnet session. This only suspends 
the session
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Disconnecting and suspending telnet sessions
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Advanced telnet operation

• The number of open sessions that are allowed at one 
time is defined by the session limit command 
� Multiple Telnet sessions can be used and suspended by 

using the Control+Shift+6, then x sequence

• Then to resume a telnet session, the resume
command with the connection id may be used
� The resume[process id] can be used to resume a telnet 

session.

• The connection id of all the open telnet sessions can 
be viewed by the use of the show sessions command
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Alternative connectivity tests

• Connectivity can be tested using several other commands including, 
ping, traceroute, and show ip route
� Theping command uses icmp to send out an echo response to a destination and 

then await an echo reply from that destination
� This is a good test for  basic connectivity as well as reliability and delay
� This test can be per formed from the user  or  pr ivileged exec mode.
� A successful ping is indicated by exclamation points. A per iod indicates a ping 

that has timed out
� The traceroute command is used to test the path packets traverse to a particular 

destination
� This is an excellent test to identify where packets may be dropped in the 

network
� I f the next router  in the path is unreachable, aster isks indicate it
� The traceroute will continue to reach the next router  in the path until the 

process times out or  it is inter rupted by the Control+shift+6 escape sequence
� The show ip routecommand is used to identify the routes that are known by 

viewing the routing table
� These are routes to either  directly connected networks, networkswith static 

routes, or  networks that have been learned via some routing protocol.
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Alternative connectivity tests

• The procedure to use the ping command is as follows:
� ping IP address or name of destination, then enter key

• Demonstrate a successful ping.
� LAB-B#ping lab-c

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echoes to 199.6.13.2, timeout is 2 seconds: !!!!!
Success rate is 100 percent (5/5), round-tr ip min/avg/max = 32/35/36 ms

• Demonstrate an unsuccessful ping.
� LAB-D#ping lab-c

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echoes to 199.6.13.2, timeout is 2 seconds: .....
Success rate is 0 percent (0/5)
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Alternative connectivity tests

• The procedure to use the tracecommand is as follows:
� trace IP address or name of destination, then enter key

• Demonstrate a successful trace
� LAB-A#trace lab-e

Type escape sequence to abor t.
Tracing the route to LAB-E (210.93.105.2)
1 LAB-B (201.100.11.2) 32 msec 24 msec 24 msec
2 LAB-C (199.6.13.2) 32 msec 52 msec 40 msec
3 LAB-D (204.204.7.2) 64 msec 64 msec 64 msec
4 LAB-E (210.93.105.2) 60 msec * 64 msec

• Demonstrate an unsuccessful trace
� LAB-A#trace lab-d

Type escape sequence to abor t.
Tracing the route to LAB-D (204.204.7.2)
1 LAB-B (201.100.11.2) 36 msec 28 msec 24 msec
2 LAB-C (199.6.13.2) 36 msec 44 msec 40 msec
3 LAB-C (199.6.13.2) !H *  !H
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Alternative connectivity tests

• Show Routing table
• LAB-C#show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile,
B – BGP, D - EIGRP, EX - EIGRP external, O - OSPF, IA – OSPF inter area, E1 -

OSPF external type 1, E2 - OSPF external type 2, E – EGP, i - IS-IS, L1 - IS-IS 
level-1, L2 - IS-IS level-2, *  - candidate default, U - per-user static route

Gateway of last resort is not set
C 204.204.7.0/24 is directly connected, Serial0
C 223.8.151.0/24 is directly connected, Ethernet0
R 201.100.11.0/24 [120/1] via 199.6.13.1, 00:00:06, Serial1
R 219.17.100.0/24 [120/1] via 199.6.13.1, 00:00:06, Serial1
R 192.5.5.0/24 [120/2] via 199.6.13.1, 00:00:06, Serial1
C 199.6.13.0/24 is directly connected, Serial1
R 205.7.5.0/24 [120/2] via 199.6.13.1, 00:00:06, Serial1
R 210.93.105.0/24 [120/1] via 204.204.7.2, 00:00:07, Serial0
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Troubleshooting IP addressing issues

• Addressing problems are the most common problems that 
occur on IP networks

• The following three commands are used to perform address-
related troubleshooting: 
� ping uses the ICMP protocol to verify the hardware connection 

and the IP address of the network layer . This is a basic testing 
mechanism

� telnet verifies the application layer software between source and 
destination. This is the most complete test mechanism available.

� tracerouteallows the location of failures in the path from the 
source to the destination (network layer). Trace uses Time to Live 
values to generate messages from each router along the path
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Labs and eLabs

• Lab:
� 4.2.2 Establishing and Verifying a Telnet Connection
� 4.2.3 Suspending and Disconnecting Telnet Sessions
� 4.2.4 Advanced Telnet Operations
� 4.2.5aConnectivity Tests – Ping
� 4.2.5b Connectivity Tests – Traceroute
� 4.2.6 Troubleshooting IP Address Issues

• e-Lab:
� 4.2.5 Alternate connectivity Tests – Ping
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Module 4 Summary

• Enabling and disabling CDP
• Using the show cdp neighborscommand
• Determining which neighboring devices are connected to 

which local interfaces
• Gathering network address information about neighboring 

devices using CDP
• Establishing a telnet connection
• Verifying a telnet connection
• Disconnecting from a telnet session
• Suspending a telnet session
• Alternative connectivity tests: ping, trace, show ip route
• Troubleshooting remote terminal connections
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