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Overview

• Name a router
• Set passwords
• Examine show commands
• Configure a serial interface
• Configure an Ethernet interface
• Execute changes to a router
• Save changes to a router
• Configure an interface description
• Configure a message-of-the-day banner
• Configure host tables
• Understand the importance of backups and documentation
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Command-line interface command modes

· There are two EXEC modes:
ƒ User Mode
ƒ Privilege Mode (or Enable mode)

· The first configuration mode is referred to as Global Configuration mode or Global 
Config for short

· Global configuration commands are used in a router to apply configuration 
statements that affect the system as a whole

· From Global Configuration mode some configuration modes are:
ƒ Interface
ƒ Subinterface
ƒ Controller
ƒ Map-list
ƒ Map-class
ƒ Line
ƒ Router

9 Any configuration changes that are made will apply only to the inter faces or processes 
covered by the par ticular mode

· Pressing Ctr l-Z leaves the configuration modes completely and returns the router to 
privileged EXEC mode
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Command-line interface command modes

· Use the Privilege EXEC command 
configure terminal to enter Global 
Configuration mode 
ƒ In the CLI that there are different 

modes to accomplish different tasks. 
There are several advantages to this.

9 One is that the commands are 
generally shor ter because the 
object of the mode (the inter face, 
routing protocol) to be changed 
does not need to specified in the 
command

9 Another advantage is that only the 
parameters of the object of the 
mode (the inter face, routing 
protocol) can be modified

ƒ A common problem is entering the 
correct command at the correct 
prompt. Check the mode 
Router(config)# or Router(config-if)#
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Configuring name of a router

· One of the first basic configuration tasks is to name the 
router.
ƒ Naming a router helps to better manage the network by uniquely 

identifying each router within the network
ƒ Global configuration mode is where to name the router
ƒ The name of the router is called the hostname and will be 

displayed as the system prompt. 
ƒ If a router is not named, then the system default will be Router

· This task is accomplished in global configuration mode 
using the following commands:
ƒ Router(config)#hostname Tokyo

Tokyo(config)#
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Configuring router passwords

· A router can be secured in order 
to restrict access by using 
passwords
ƒ Passwords can be established for 

virtual terminal l ines and console 
line
9 The line console 0

configuration mode can be use 
to establish a login password on 
the console terminal

9 Use the command line vty 0 4 to 
establish a login password on 
incoming telnet sessions

ƒ The Privileged mode EXEC may 
also have a password
9 From Global Configuration 

mode use the enable password
command to restr ict access to 
the Pr ivileged mode
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Configuring router passwords
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Examining the show commands

· There are many show commands, which help examine the contents of
files in the router and for troubleshooting. 
ƒ From each mode in the router, the show ? can be used to see all the available 

options
ƒ Some of the show command options are:

9 show interfaces
9 show controllers serial
9 show clock
9 show hosts
9 show users
9 show history
9 show flash
9 show version
9 show ARP
9 show protocol
9 show star tup-configuration
9 show running-configuration
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Examining the show commands

· show inter faces: Displays all the statistics for all the interfaces on the router.
ƒ To view the statistics for a specific interface, enter the show interfaces command 

followed by the specific interface and port number:
9 Router#show inter faces ser ial 0/1

· show controllers ser ial: Displays information-specific to the interface hardware 
· show clock: Shows the time set in the router 
· show hosts: Displays a cached list of host names and addresses 
· show users: Displays all users who are connected to the router 
· show history: Displays a history of commands that have been entered 
· show flash: Displays information about flash memory and what IOS files arestored 

there 
· show version: Displays information about the router and the IOS that is running in 

RAM 
· show ARP: Displays the ARP table of the router 
· show protocol: Displays the global and interface specific status of any configured 

Layer 3 protocols 
· show star tup-configuration: Displays the saved configuration located in NVRAM 
· show running-configuration: Displays the configuration currently running in RAM
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Examining the show commands

· Students will be prone to use the show running-config
command as the ultimate troubleshooting tool.
ƒ This is not a good habit.
ƒ While it is probably the quickest way to find problems in the 

simple configurations used in this course, that is not true in most 
situations.

· They should learn to use the show running-config
command as confirmation of suspected problems.

· Other CLI shortcuts to show student in the future are:
ƒ sh int fa0/0: short cut for show interface fastethernet 0/-0
ƒ sh run: show running-configuration
ƒ sh run int fa0/0: show running-configuration fastethernet 0/0
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Configuring a serial interface

· A serial interface can be configured from the console or througha 
virtual terminal line

· By default, Cisco routers are DTE devices but they can be configured 
as DCE devices

· To configure a serial interface follow these steps:
ƒ 1. Enter Global Configuration mode
ƒ 2. Enter interface mode
ƒ 3. Specify the interface address and subnet mask
ƒ 4. Set DCE clock rate (skip this step on DTE)
ƒ 5. Turn on the interface

· By default, interfaces are turned off .
ƒ The command no shutdown will turn on an interface
ƒ The command shutdown wil l turn off an interface

· Configure the IP address using the following commands: 
9 Router(config)#inter faceser ial 0/0
9 Router(config-if)#ip address <ip address> <netmask>
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Configuring a serial interface

· Setting a clock rate is not a normal 
configuration item
ƒ It is only done for the purposes of 

simulating a WAN
ƒ The clock is normally provided by the 

DCE equipment such as a CSU/DSU
ƒ The curriculum show the command 

entered as clock rate, but on some 
Cisco routers the command can be 
entered as one word clockrate

ƒ The interfaces are shutdown by default 
and must be enabled using the no 
shutdown command

ƒ When troubleshooting the students lab 
remember to students check for 
interfaces being shutdown

9 This can be checked by typing show 
inter face ser ial 0/0 or show run int
serial 0/0 for the interface serial 0/0
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Executing adds, moves, and changes

· To verify changes, use the show running-config command
ƒ This command will display the current configuration.

· If the variables displayed are not what was intended, the 
environment can be corrected by:
ƒ Issue the no form of a configuration command. 
ƒ Reload the system to return to the original configuration file from 

NVRAM. 
ƒ Copy an archived configuration file from a TFTP server. 
ƒ Remove the startup configuration file with the erase star tup-

config, then restart the router and enter setup mod
· To save the configuration variables to the startup 

configuration file in NVRAM, enter the following 
command at the Privileged EXEC prompt
ƒ Router#copy running-configuration star tup-configuration
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Executing adds, moves, and changes

· One thing that the students need to understand is that 
changes that are made to the configuration take place 
IMM EDIATELY
ƒ These changes are made to the running configuration

· Another thing that students need to grasp is that 
configuration changes need to be saved to startup 
configuration
ƒ If they are not, then they will be lost if the router is restarted

· An additional, item that is good habit and will prevent some 
potential problems, is shutt ing down an interface dur ing 
configuration and enabling the interface once the 
configuration changes are completed
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Release 12.x Configuration Modes
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Configuring an Ethernet interface

· An interface can be configured from the console or a virtual terminal 
line
ƒ By default, interfaces are turned off, or disabled
ƒ To turn on or enable an interface, the command no shutdown is entered
ƒ If an interface needs to be administratively disabled for maintenance or 

troubleshooting the command shutdown is used to turn off the interface
· This is the command to configure interface Ethernet 0, notice the 

interface wil l change to up after command no shutdown
ƒ rt1(config)#interface Ethernet 0
ƒ rt1(config-if)#ip address 192.168.0.1 255.255.255.0
ƒ rt1(config-if)#no shutdown

9 00:20:46: %LINK-3-UPDOWN: Interface Ethernet 0, changed state to up
9 00:20:47: %LINEPROTO-5-UPDOWN: L ine protocol on Interface Ethernet 0, 

changed state to up
ƒ rt1(config-if)#

· Both ends of the serial cable wil l need to be configured for the
interface to stay in an up state
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3.1 Configuring a Router

· Lab:
ƒ 3.1.2Command Modes and Router Identification
ƒ 3.1.3Configuring Router Passwords
ƒ 3.1.4Using Router show Commands
ƒ 3.1.5Configuring a Serial Interface
ƒ 3.1.6Making Configuration Changes
ƒ 3.1.7Configuring an Ethernet Interface

· e-Lab:
ƒ 3.1.3a Configuring Router Passwords
ƒ 3.1.3bCommand-line Interface Command Modes
ƒ 3.1.4On by Default
ƒ 3.1.5Configuring a Serial Interface
ƒ 3.1.7Configuring an Ethernet Interface
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Importance of configuration standards

· The topics covered are configuring interface descriptions, message-of-
the day banners, configuring host tables, and backup configuration 
documentation
ƒ If working in an organization where standards are treated seriously, the student 

needs to understand that it is very important that they be followed
ƒ Control of the number of configuration files that must be maintained, how the 

files are stored, and where the files are stored.
· A standard is a set of rules or procedures that are either widely used or 

off icially specified

· In order to manage a network, there must be a centralized support 
standard
ƒ Configuration, security, performance, and other issues must be adequately 

addressed for the network to function smoothly
ƒ Creating standards for network consistency helps reduce network complexity, 

the amount of unplanned downtime, and exposure to network impacting events
ƒ The use of these standards is very important for troubleshooting
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Interface descriptions

· The description of an interface should be used to identify 
information such as a distant router, a circuit number, or a 
specific network segment
ƒ A description of an interface can help a network user remember 

specific information about the interface, such as what network the 
interface services

ƒ The description is meant solely as a comment about the interface. 
Again, stress the importance of using a standard type of 
description.

ƒ Description is for each interface in the router
ƒ There are several good answers to identify distant routers: ask the 

customer, good documentation, show cdpneighbor command, …
ƒ If you want is look the interface descr iption use show interface
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Configuring interface description

· To configure an interface description, enter Global Configuration 
mode. From Global Configuration mode, enter Interface mode. Use 
the command descr iption followed by the information

· Procedure steps:
ƒ 1. Enter Global Configuration mode by entering the command configure 

terminal
ƒ 2. Enter specific Interface mode (for example inter face Ethernet 0) interface 

ethernet 0
ƒ 3. Enter the command description followed by the information that is to be 

displayed
9 For example: description XYZ Network, Building 10

ƒ 4. Exit Interface mode back to Privileged mode by using the command CTRL-Z

ƒ rt1(config)#interfacee0
ƒ rt1(config-if)#description Engineering LAN, Bldg. 18

· Save the configuration changes to NVRAM by using the command 
copy running-config star tup-config
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Login banners

· It is important to remember that a login banner can be seen 
by anyone

· This login banner should be a warning not to attempt login 
unless authorized. A message such as “This is a secure 
system, authorized access only!” is instructing unwanted 
intruders to beware

· A login banner is a message that is displayed at login and is 
useful for conveying messages that affect all network users, 
such as impending system shutdowns

· Make sure students understand that these banners should be 
warning not invitations
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Login Banner Display
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Configuring message of the day (MOTD)

· A message-of-the-day (MOTD) banner can be displayed on all 
connected terminals

· Enter Global Configuration mode to configure a message-of-the-day 
banner

· Use the banner motd command, followed by a space and a delimiting 
character, such as the pound sign (#)

· Add a message of the day followed by a space and the delimiting 
character again (#)

· Follow these steps to display a message-of-the-day:
ƒ 1. Enter Global Configuration mode by using the command configure terminal
ƒ 2. Enter the command banner motd # The message of the day goes here#
ƒ 3. Save changes by issuing the command copy running-configuration star tup-

configuration or copy run star t for a shortcut
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Host name resolutions

· Protocols such as Telnet use host names to identify network devices 
(hosts)

· Network devices such as routers must be able to associate host names 
with IP addresses to communicate with other IP devices

· Each unique IP address can have a host name associated with it
· The Cisco IOS software maintains a cache of host name-to-address 

mappings for use by EXEC commands
· A host name resolution is the process of a computer system for 

associating a name with a network address
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Configuring host tables

· The procedure to configure the host table:  
· Enter global configuration mode in the router. 
· Enter the command ip host followed by the name of the router and all 

IP addresses associated with the interfaces on each router. 
· Continue entering until all routers in the network are entered. 
· Save the configuration to NVRAM
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Configuration backup and documentation

· To manage device configurations, list and compare configuration files on running 
devices, store configuration files on network servers, and perform software 
installations and upgrades

· Configuration files should be stored as backup files in the event of a problem
· Configuration files can be stored on a network server, on a TFTP server, or on a disk 

stored in a safe place
· Configuration backup and documentation is referred to as a copy of a device’s 

configuration files stored in a safe place in the event there isa need to recover these 
files
ƒ Configuration management is an important aspect of network management
ƒ The backups of the configurations should be current and maintained in multiple
ƒ These backup available to for maintenance and troubleshooting but protected from 

unauthorized access
· Management of device configuration includes the following tasks:

ƒ Listing and comparing configuration files on running devices
ƒ Storage of configuration files on network servers
ƒ Performing software installations and upgrades
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Copying, editing, and pasting configurations

· A current copy of the configuration can be stored on a TFTP 
server

· The copy running-config tft p command can be used to 
store the current configuration on a network TFTP server
ƒ The default f ilename is hostname-config for the host fi le and 

network-config for the network configuration file
· A router can be configured by loading the configuration file 

stored on one of the network servers
· A router’s configuration can also be saved to a disk by 

capturing text in the router and saving it to the disk or hard 
drive

· If the fileneeds to be copied back to the router, it can be 
pasted into the router
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Backup and Restore the configuration file
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Finishing the Configuration

· Lab:
ƒ 3.2.3 Configuring Interface Descriptions
ƒ 3.2.5 Configuring Message-of-the-Day (MOTD)
ƒ 3.2.7 Configuring Host Tables
ƒ 3.2.9 Copying, Editing, and Pasting Configurations

· e-Lab:
ƒ 3.2.5 Housekeeping
ƒ 3.2.7 Configuring Host Tables
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Module 3 Summary

· The router has several modes:
ƒ User EXEC mode
ƒ Privileged EXEC mode
ƒ Global configuration mode
ƒ Other configuration modes

· The command-line interface may be used to make changes to the configuration, such as:
ƒ Setting the hostname
ƒ Setting passwords
ƒ Configuring interfaces
ƒ Modifying configurations
ƒ Showing configurations

· An understanding of the following key points should have been achieved:
ƒ Configuration standards are key elements in the success of maintaining an efficient network
ƒ Interface descriptions can help to network administrators understand and troubleshoot their 

networks
ƒ Login banners and messages-of-the-day provide users with information upon login to the router
ƒ Host name resolutions translate names to IP addresses to allow the router convert names to 

addresses
ƒ Configuration backup and documentation is extremely important to keep a network operating 

smoothly
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