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Overview

o Describe the purpose of the IOS
* Describe the basic operation d the |OS
o |dentify various |OS feaures

o |dentify the methodsto establish a command-line interface
(CLI) sessonwith the router

* Move between the user command exeautive (EXEC) and
privileged EXEC modes

e Establish aHyperTermina session onarouter

e Loginto arouter

 Usethe help feaureinthe commandlineinterface
e Trouleshoot command errors
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The purpose of Cisco |OS Software

- Aswith acomputer, arouter or switch cannot
function without an operating system.

- Cisco callsits operating system the Cisco
Internetwork Operating System or Cisco 1OS

- The Cisco |OS provides the foll owing network
SErVICes.

f Basic routing and switching functions
f Reliable and seaure accasto networked resources
f Network scdability
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Router user interface

. The Cisco |OS software uses a command-line
interface (CLI) asthe traditional console
environment

- Accessthe CLI isthrough several methods.

f Console sesgon

f Use of adialup connedion using a modem or null
modem conneded to the router AUX port

f Telnet to the router

9 Toedablish aTenet sesson to the router, at least one
Interface must be configured with an | P address and
virtual terminal sessons must be onfigured for login and

passyords
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Router user interfacemodes

- The Cisco command-line interface (CL1) usesa
hierarchicd structure.

f This dructure reguires entry into dfferent modesto
acaomplish particular tasks

- As asecurity feaure the Cisco |10S software
separates the EXEC sesgons into two accesslevels.
f User EXEC mode

f Privileged EXEC mode.
9 Theprivileged EXEC modeisalso known as enable mode.
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Router user interfacemodes

Usa EXEC mode

f Allowsonly alimited number of basic monitoring commands.

f lIsoften referred to asa*view only” mode.

f Doesnot allow any commands that might change the configuration of the router
f Theuser EXEC mode can be identified by the “ >" prompt.

Privileged EXEC mode.

f Accesssall router commands.
f Thismode can be configured to require a password from the user before
accessgng it
For added protedion, it can also be cnfigured to require auser ID.
9 Thisallowsonly authorized usersto accesstherouter.

Configuration and management commands require that the network
administrator be & the privileged EXEC level.

Global configuration mode and all other more speafic configuration modes can
only be reached from the privileged EXEC mode.

The privileged EXEC mode can be identified by the" #' prompt.

= TR  TK T
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Moving between User EXEC and Privileged EXEC

Router
GAD> <& User EXEC
GAD>enable
Password:
GAD# & Privileged EXEC
GAD#disable l
GAD> User EXEC
Galo Valencia P.
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Router user interfacemodes

. e-Lab:

f 2.1.3alLoggnginto the Router
f 2.1.3b Router User InterfaceModes
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Cisco |OS software features

- Although there ae numerous |OS images for diff erent
Cisco device models and feaure sets, the basic
configuration command structure is the same.

f The configuration and trouldeshooting skills acuired onany one
device @ply aadoss awide range of products
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Cisco |OS software features

One of the main considerations when seleding anew 10S
Image is compatibility with the router flash and RAM
memory

f Beforeinstalinganew Cisa |OS software image on the router,
ched to seeif the router meds the memory requirements for that
Image.

f To seethe amount of RAM, isgue the Show version command

O ... <output omitted>... cisco 1721 (68380) processor (revision C) with
3584K /51X bytes of memory

f To find aut the amount of flash memory, issue the sShow flash
O ... <output omitted>... 15998976 bytestotal (10889728 bytesfree)

Galo Valencia P. U.SF.Q.



Operation d Cisco |OS Software

The Cism |OS deviceshave threedistinct operating environments or
modes:

f ROM monitor
9 It can only be accessd by a physical connedion through the console port

f Boot ROM
9 TheCisco IOSimage @an be modified in boot ROM by using the copy tft p flash
f Cisco lOS
9 Most Cisco routersrequire acopy of thelOSto beloaded into RAM to exeaute
e-L ab:
f 2.1.5 Operation of the Cisco |OS
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Initial startup d Cisco routers

A router initializesby loading
f the boatstrap,
f the operating system,
f and aconfiguration file

9 |Ifthe router cannot find a
configuration file, it enters
setup mode

9 Setupisnot intended asthe
mode for entering complex
protocol featuresin therouter

9 Inthesetup mode, default
answers appear in square
brackets[ ] following the
guestion

9 Upon completion of the setup
mode a backup copy of the
configuration file may be saved
to nonvolatile RAM (NVRAM)
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Initial startup d Cisco routers

When a Cisco router powers up, it performs a power-on self test (POST).

f

Exeautes diagnostics from ROM on all hardware modues:
9 CPU, memory, and network interfaceports

After the POST, the following events occur as the router initializes:

f
f

f

Step 1 The generic bootstrap loader in ROM executes. A bodstrap is asimple set of
Instructions that tests hardware and initiali zes the |OS for operation

Step 2 The lOS can be fourd in several places. The boat field of the configuration
register determines the location to be used in loading the 1OS. If the boat field indicates
aflash or network load, boat system commands in the configuration file indicate the
exad name and |location of the image

Step 3 The operating system image isloaded. When the |OS isloaded and operational, a
listing ;f the avail able hardware and software componrentsis output to the console
terminal screen

Step 4 The configuration file saved in NVRAM isloaded into main memory and
exeauted one line a atime. The wnfiguration commands gart routing rocesses, supdy
addresses for interfaces, and define other operating charaderistics of the router

Step 5 If no valid configuration file existsin NVRAM, the operating system seaches for
an avallable TFTP server. If no TFTP server isfound the setupdialog isinitiated

L ab:

f

2.2.1 Router Configuration Using Setup
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Router LED indicaors

Cisa routers useLED indicaorsto provide gatus information

f Depending upon the Cisco router model, the LED indicaorswill vary

9 Aninterface LED indicatesthe activity of the crre sponding interface.

If an LED is off when the interface is active and the interface is correctly conreded, a
problem may be indicaed.

If an interfaceis extremely busy, its LED will always be on

9 Thegreen OK LED tothe right of the AUX port will be on after the system
Initializes correctly.
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Examining the initial router bootup

- The statement “NVRAM invalid, possbly dueto
write gase’, tell sthe user that this router has not
been configured yet or that the NVRAM has been
erased

f A router must be configured, the configuration file saved
to NVRAM, andthen configured to use the NVRAM
configurationfile

f Thefaadory-default setting for the configuration register
1S 0x2102, which indicaes that the router should attempt
to load a Cisco 10S image from flash memory and load
the configuration file from NVRAM
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Examining the initial router bootup

- The user can determine the bootstrap version and the |OS
version the router is using as well as the router mode,
processor, and the amourt of memory the router contains
reading the statements when router bootup

- Other information listed includes:
f The number of interfaces
f Thetypesof interfaces
f The amount of NVRAM
f The amount of fladh memory

- The user has the option to enter setup mode

f The primary purposeof the stup modeisto permit the
administrator to install a minimal configurationfor a router
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Establishing a HyperTerminal sesson

- All Cisco routersinclude aTlA/EIA-232 asynchronous
serial console port (RJ-45)
- A consoleterminal isan ASCII terminal or PC runnng

terminal emulation software such as HyperTerminal

f To conrect a PC runnng terminal emulation software to the
console port, usethe RJ-45to RJ-45rollover cable with the female
RJ-45to DB-9 adapter

f The default parameters for the console port are 9600 kaud, 8 dita
bits, no @rity, 1stop at, and noflow control

L ab:
f 2.2.4Establishing aConsole Sesson with HyperTerminal
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Loggng into the router

For seaurity purposes, the
router has two levels of
accessto commands:

f UserEXEC mode—-Typicd
taks include those that
ched the router status. In
this mode, router
configuration changes ae
not allowed.

f Privileged EXEC mode —
Typicd taks include those
that change the router
configuration
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Loggng into the router

To acassthe full set of commands, privileged EXEC mode must be entered

f
f
f

At the" >" prompt, type enable
At the passwvord: prompt, enter the passvord that has been set with the enable secret

Two commands can be used to set a passvord used to aacessprivileged EXEC mode:
9 enablepassvord and enable seaet
9 If both commands are used, the enable secret command takes precedence
Oncethe login steps have been completed, the prompt changesto a” #"
The global configuration mode can orly be accessed from the privileged EXEC mode.
The foll owing are specific modes that can also be accessed from the global configuration
9 Interface
9 Subinterface
9 Line
9 Router
9 Route-map

To return to the user EXEC mode from the privileged EXEC mode, the disable
command or exit may be entered

To return to the privileged EXEC mode from the global configuration mode, type exit or
Ctrl-Z

Ctrl-Z may aso be used to return drectly to the privileged EXEC mode from any sub-
mode of global configuration
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Keyboard help in the router CLI

- Typing aquestion mark (?) at the user EXEC mode prompt
or the privileged EXEC mode prompt displays a handy list
of avallable commands

f The"--More--" prompt at the bottom of the display indicaesthat
multiple screens are available asoutput

f The next avallable sceen can be viewed by ressng the spacebar
f To dsplay just the next line, pressthe Return or Enter key
f Press ay aher key to return to the prompt

- The Tab key 1s used for auto completion

- e-Lab:
f 2.2.6aKeyboard help in the CLI
f 2.2.6blOS Auto-Completion
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Keyboard help in the router CLI
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Enhanced editing commands

The user interfaceincludes an enhanced editing mode that provides a set of editing
key functions that allows the user to edit acommand line asit is being typed

The key sequencesindicaed in Figure can be used to move the cursor on the
command line for corredions or changes

To dsable enhanced editing mode, type ter minal no editing at the privileged EXEC
mode prompt

Ctrl-Z isacommand used to back out of configuration mode
2.2.7 Drag and Drop: Enhanced Editing Commands
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Router command hstory

With the history feaure, the following tasks may be completed:
f Setthe ommand history buffer size
f Recdl commands
f Disablethe command history feeaure
The command history is enabled by default and the system recor dsten commands

f terminal history size or the history size change the number of command lines the
system records during aterminal sesson. The maximum number of commandsis 256

2.2.8 Drag and Drop: Router Command History
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Trouldeshoaing command line errors

Command line arors occur primarily from typing mistakes

f If acommand keyword isincorrectly typed the user interface provides error
Isolation in the form of an error indicaor (")

f The"”" symbol appeas at the point in the command string where an incorred
command, keyword, or argument was entered

f Theerror locaion indicator and interadive help system allow the user to easily
find and correct syntax errors

f |f something neads charaders to be deleted, use the <backspace> key
f Torecdl thelast command pressCtrl-P or the up arr ow key

L ab:
f 2.2.9 Command Line Fundamentals
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The show versson command

- Information from the show version command:
f 10Sversion and descriptive information
f Bootstrap ROM version
f Boot ROM version
f Router up time
f Last restart method
f System image file and location (boot source)
f Router platform
f Configuration register setting
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The show versson command
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Modue 2 Summary

The purpose of the |OS

The basic operation d the |OS

|dentification o various |OS feaures

|dentification of the methods to establish a CLI sesson with the router
The differencesbetween the user EXEC and privileged EXEC modes
Establishing a HyperTerminal sesion

Loggnginto the router

Using the help feature in the ommand line interface

Using enhanced editing commands

Using command history

Troudedhooting command line arors

Using the $row version command
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